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Why Do People Do Hostile
Profiling?
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Why do people do hostile profiling ?

Michael Hoddy, Co-Founder and Dlrector

The Technium Global [TTG] = i = @ o
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“nosepsait, Ho nposepaAn”
“Doveryay, no proveryay.”

/

“Trust, but verify’

Th_e_'l_'gc_i_mil._llm Global

DONT HATE
ME FOR BEING
A PHILOS—

I BELIEVE IN THE ® THATS WHY I
OLD RONALD REAGAN
SAYING THAT YOU
SHOULD "TRUST, BUT

WHAT

EMPOWER YOU, YET THE. . ?

I MICROMANAGE.
VERIFY.”

@ScottAdamsSay:

cott Adams, Inc. /Dist. by Universal Uclick

Dilbert.com



What we are going to talk about ...

What is Hostile Profiling ?
Why do Hostile Profiling ?
Why Now ?

How Legal is Hostile Profiling ?

The Technium Global
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What Benefit will we get from Hostile Profiling ?




What is hostile profiling ?

Hostile Profiling is what Criminals and State Actors do
in order to build a picture of what you, your family
and organisation looks like.

The Techniuvm Global




Why do they do hostile profiling ?

To learn your weak spots and how to
compromise your organisation.

To find out how to monetise you.

The Technium Global




Why do they do hostlle proflllng ?

The Technium Global




Why should YOU do hostile profiling ?

To learn your weak spots and how your organisation will be
compromised.

To find out how Criminals can monetise you.
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Why now ...?

Because the world of work is undergoing fundamental
change, challenging our existing models of working and
surfacing new threats and risks.

Because Covid-19 has demonstrated our limited ability to

foresee major events with significant consequences -
because we just don’t believe they could happen. The Technium Global

Because new hybrid ways of working present
vulnerabilities not seen before, rendering existing risk
registers outdated and wrong footing our solutions.

Because criminals are exploiting all the above to launch
attacks, hoodwinking people into exposing “things of
value”.

EARLY EFFORT IS NEEDED NOW TO FUTUREPROOF YOUR BUSINESS AND REVIEW ATTITUDES, RISKS AND PROCEDURES



What benefit will we get from hostile
profiling ?
You will see what the criminals see.

This is a Service rather than a product and is bespoke to you,
The Service is only limited by time and imagination.

Acting on what the profile finds increases your resilience

The Technium Global
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It is completely passive and undetectable.
It is Legal.

It is Due Diligence and good Governance.
You could deploy it throughout your Supply Chain.

When you know your risks, you can minimise them.



“Trust is good, but control is better”
"Trust, but check"
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Idiots think it's Harry Potter.
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What's in it for you?
The benefits of Hostile Profiling
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Insider Threat Challenge
The Problem

22% of data breaches are caused by Insiders

57% of data breaches are caused by External Threats Tmﬁm_,mg;uqa.
21% of data breaches are caused by non-malicious errors S
Businesses can expect to conduct between 1 & 5 fraud

investigations per year [Chartered Institute of Internal
Auditors]




Who Is the Average Insider ?

e A loyal employee for 5 years before they become an
Insider

e |[nsiders are typically detected after 33 months of The Techaium Global
committing fraud

e 51% of Insiders are managers or above [Carnegie Mellon]
e 88% are permanent staff rather than contractors [CPNI]

e 7% join a company to deliberately cause an Insider act

e 89% of Insiders have no previous criminal record

e Many Insiders emerge from disaffected clusters of staff
often caused by a ‘toxic’ manager




“The truth is inconvenient “
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“The truth is inconvenient “
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“The truth is inconvenient “
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Summary

We |looked at Hostile Profiling ...

We looked at why we do Hostile Profiling ...
We have covered why you need to do it now ...
We looked at the legalities of Hostile Profiling ...

The Technium Global
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We looked at the benefits you get from Hostile Profiling ..}



Thank-You for listening today

Michael Hoddy, Co-Founder and Director
The Technium Global [TTG]

E. Michael.Hoddy@techniumglobal.com ( .
M: +44 [0] 7973 408812 .

The Technium Global
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QUESTIONS & DISCUSSION, ANSWERS? ‘
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THANK YOU FOR WATCHING

Forthcoming Webinars

» Wednesday 14 October (09:00) Financial Centres Of The World 2020: Focus On Labuan IBFC

» Thursday 15 October (11:00) Selling Your Company To An EOT - How It Differs From An MBO

> Friday 16 October (11:00) What Should You ‘Outsource’ To Your Chamber(s) Of
Commerce Of Choice?

Visit hitps://fsclub.zyen.com/events/webinars/
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