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A word on HSBC 

 
Customers 

 

89m 

Employees 

 

285,000 

Offices 

Worldwide 

7,200 

International 

Network 

85 countries and 

territories 

Profit Before tax 

2011 

US$21.9bn 

Total Assets 

(end 2011) 

US$2,555bn 



Fraud trends 

• Card fraud falling overall but CNP rising and attacks 
on ATMs continue 

• Serious information risk issues and events 
increasing 

• On-line fraud threat ever present and rising 
significantly 

• ATM attacks on the rise 

• Internal fraud always a worry 

• First party fraud  



Global fraud as percentage of sales (bps) 
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ATM attacks increasing 

• Europe fraud attacks up 63% over the last 12 
months to over 20,000 in 2011 

• Card skimming, reversal fraud card and cash trapping 
also increasing 

• More recently seen incidents of malware injection to 
capture magnetic stripe data 

• ATM’s need to be significantly improved to provide 
greater security 

 

 





Phishers are still in business 
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• P.C. Vey, Published by the New Yorker, January 16th, 2006 

Start with a laugh…  



Current challenges….. 

• Straight through remote processing 

• Mobile 

• Speed 

• Convenience 

• Authentication (lack of) 

• Contactless 

• Faster payments 

• Password overload 

• Lack of customer awareness  

 

 



The anti-fraud response 

• Strong internal controls 
• Pre-employment screening 
• Core leave policy 
• Segregation of duties and dual controls 
• Whistleblowing line 
• Access controls 
• End user computing standards 
• Staff awareness programmes 
• Customer education 
• Regular risk assessments 



The anti-fraud technology response 

• Strong customer authentication including biometrics 
• Remote card authentication (CAP) and 3DS for CNP 
• EMV (chip) for face to face card transactions 
• Layered security for remote banking 

-End point security 
-Device ID 
-One time passwords 
-Transaction signing  

• Fit for purpose transaction monitoring and alert   
management 
• Advanced analytics 
• Data sharing 



 Today’s requirements 

• 100% Real time (because you may not get a second 
chance) 

• Sufficient rules to supplement advanced models 

• Frequent model updates 

• Champion challenger functionality 

• Dynamic summarisation 

• Common purchase point detection 

• Easy to add new data feeds 

• Global deployments 

• Advanced operational MI 

• Intuitive case management and alert working  



Summary 

• Ensure senior executives understand the risks 

• Real time where necessary 

• Advanced analytics and models 

• Invest to mitigate risk not losses 

• Keep your solutions up to date and watch for 
innovative new solutions 

• Industry cooperation works – keep it up 

• Enterprise fraud management not silos 

 

 

 

 

 

 

 

 

 



And remember, if this keeps happening to 
you……. 



Switch to a new card issuer or pay in cash…… 
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